
COMBERTON SURGERY 

Information Governance policy  

The practice submits an annual return to HSCIC using the Information 
Governance Toolkit: https://nww.igt.hscic.gov.uk/ 

 
INTRODUCTION                                                   
The purpose of this document is to provide an outline of the requirements to satisfy 
and to certify that the appropriate steps have been taken under the Statement of 
Compliance for Information Governance. 
 
References made within this document to the “Toolkit” refer to the official NHSIA 
Information Governance Toolkit. 
 
There are no precise standard to achieve to satisfy these requirements as such as 
this is based on levels of attainment. The CCG assessor will need to be satisfied that 
the Practice has engaged sufficiently with the IT toolkit assessment process and they 
may do this by a variety of methods, including a personal assessment visit. The CCG 
assessor / lead will provide specific information relating to local requirements direct 
to local Practices. 

Requests by patients to view their records will be discussed, as will Patient requests 
for amendment of records. The remainder of this document summarises the process 
to follow to achieve the minimum recommended actions whereby the Statement may 
be considered to be attained. There is a requirement to re-certify compliance with 
the standards below on an annual basis 

Requests by patients to view their records: 

Should a patient wish to view their records, the practice will ask them to confirm this 
in writing, by sending us a signed letter of request. This will then be scanned in to 
the patient’s electronic record. 

An individual’s rights to access their medical records, including x-rays, are governed 
by the Data Protection Act 1998 (DPA). Section 7 of the Act sets out a 
doctor’s obligations regarding access to information:  

 Patients have a right to be told by the practice that their personal data is 
being processed. Processed is a wide term which covers every possible act, 
including destruction of data. 

 Requests to access data must be in writing and a fee is payable to the 
practice (up to a maximum of £50 for paper records and £10 for electronic 
records). 

 Patients have a right to be given all the information held about them, 
including the source of the data, in a way they understand. 

 Copies of records must be permanent, wherever practicable. 

http://www.legislation.gov.uk/ukpga/1998/29/section/7


 Data must be disclosed within 40 days of the request. 
 Confidentiality of other people who may be mentioned in the records must be 

maintained, unless you have their consent to disclose. 
 The records may be routinely updated during the 40-day period but not 

edited or ‘doctored’ in any way. 

You may withhold notification and information: 

 If there has not been a "reasonable interval" since the applicant last accessed 
their records. 

 If the doctor considers disclosure would be likely to cause serious harm to the 
physical or mental health or condition of the patient or anyone else; or could 
lead to the identification of another individual (other than a health 
professional).  

 If disclosing the records means giving information about a third party, unless 
you have his or her consent, or it is reasonable to disclose without consent or 
unless it is possible to anonymise or redact the information.  

The patient is entitled to challenge the validity of computerised and manual data and 
to have errors corrected. The courts may order that compensation is paid for 
damage and associated distress suffered by patients as the result of any 
contravention of the DPA including lost, incorrect, inaccurate or misleading data.   

  

Patient requests for amendment of records 

The Data Protection Act requires data controllers to store accurate and up-to-date 
information. Under the Act, patients have the right to ask for their records to be 
amended, and any challenges to the accuracy of information should be considered 
carefully. 

If it is necessary to amend or update a record, it needs to be obvious who made the 
addition, when and why – in other words, that there is an identifiable audit trail. 
Computer records usually have an automatic audit trial, but paper records need to 
be clearly and legibly written, signed and dated. 

 

Caldicott Guardians should be involved in any proposed disclosure of confidential 
patient information, taking into account the DH guidance in Confidentiality: NHS 
Code of Practice.  

In GP surgeries, the responsibility for making decisions about disclosure ultimately 
rests with the GP.  

 
 

http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_4069253
http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_4069253


INFORMATION GOVERNANCE TOOLKIT 
 
CCGs should guide Practices as to the access and use of the NHSIA Information 
Governance toolkit. 
 
The official toolkit may be accessed on the following link: 
 
NHSIA IG Toolkit 
 
Practices may register to use this using their Practice code and by following the 
registration instructions. 
 
It is not within the scope of this document to provide technical or policy guidance on 
the Toolkit and its use. Guidance should be sought from the CCG, and there is a 
Guidance document embedded within each section of the Toolkit itself to show how 
each of the sections may be satisfied to a particular level. The toolkit is to be 
completed on-line and is a record and report of Practice attainment within each of 
the IG assessment sections. 
 
The Guidance and actions required to satisfy the Statement of Compliance (SOC) is 
however contained within the Requirements section 118. 
 
STATEMENT OF COMPLIANCE 
 
The statement of compliance is effectively contained within section 118, and 
reference should be made to that section for the following notes. The “Statement” 
itself can be viewed and accessed via the link in Resources below.  
 
Achievement of Level 2 standard is required in at least 8 of the 14 attainment 
targets listed in the Requirements section of the Toolkit. 
 
Where this standard is achieved then the statement is also regarded as being 
achieved. Where this standard is maintained to level 2 on an ongoing basis the 
practice is eligible to re-certify compliance annually using the toolkit and under the 
guidance of their PCT. See Annual Re-Certification below. 
 
The following are the 8 principle sections forming this requirement: 
 

Toolkit 
Section 

Description of the Standard 

114 The Practice must assign lead responsibility for information 
governance to an appropriate member of staff 

116 Staff contracts and any contracts placed with suppliers of services 
or products must clearly identify information governance 
responsibilities 

117 All members of the Practice, permanent or temporary, should be 
trained appropriately on their information governance 
responsibilities 

https://www.igt.connectingforhealth.nhs.uk/whatsnew.aspx


119 The Practice must ensure that all those working for or on behalf of 
the Practice comply with the terms and conditions set out in the 
NHS CFH RA01 form 

211 The Practice must ensure that all correspondence faxes emails 
telephone messages transfer of patient records and other 
communications are conducted in a  secure and confidential 
manner 

212 The Practice must gain appropriate consent for disclosure of 
confidential patient information in line with national guidelines. 

317 The Practice must prevent unauthorised access to its premises 
equipment records or other assets 

320 The Practice must have documented incident management and 
reporting procedures for data 

 
 
Practices are required to re-certify achievement annually to ensure and confirm that 
standards are continuing. 
 
All should be achieved at Level 2 as a minimum 
 
Section 118 
 
“The Practice has implemented its IG Information Security management 
arrangements to ensure the NHS CFH Statement of Compliance (SOC) is 
satisfied” 
 
This section covers the overall requirements to satisfy the SOC. It introduces the 
idea of a balanced approach across the other areas of the toolkit (the other 13 
sections). The attainment of Level 2 of section 118 is effectively the achievement of 
the SOC standard, which in turn is the achievement of Level 2 in the following 
sections (See above for the section descriptions). 
 
THE 8 PRINCIPLE SECTIONS 
 
Section 114 
 
This basically means that the Practice has assigned a named person to be 
responsible for all aspects of information handling within the Practice, and related 
training and communication. It includes patient information and also other sensitive 
information such as employee data. 
 
This person will be the Information Governance lead. They will have responsibility 
for the processes, which may themselves be delegated.  
 
Level 2 requires that: 



“The Practice has implemented plans to address any weakness in current 
information governance arrangements. The Practice has in place an approved 
information governance work plan.”  
 
Achievement may involve: 

 Document responsibilities 
 Document information flows 
 Initiate changes to ensure integrity of information 
 Ensure training delivered (including the IG lead person) 
 Preparation of an improvement / training / action plan 
 Document training for all staff in: 

o Data Protection 
o Freedom of Information Act 
o Security and Confidentiality 
o Data quality 
o Health records management 

 
Section 116 
 
The Practice will have confidentiality, data protection and security clauses in all 
contracts, both internal and with external organisations. 
 
Level 2 requires that: 
“All Practice contracts for staff contractors and third party users will include 
compliance with information governance requirements, as part of employment 
processes”  
 
Achievement may involve: 

 Reviewing and amending contracts of employment 
 Obtaining signatures to agreements 
 Preparation of special agreements for others who are not entitled to a 

contract (contractors, visitors etc) 

 Including suitable clauses in all external provider contracts, including 
occasional users of systems and facilities 

 Ensuring that contractor staff are security screened 
 Including significant event reporting agreements within contracts 

 
Section 117 
 
This section deals with information governance training. 
 
Level 2 requires that: 
“The Practice has a formal targeted information governance training programme 
which has been made available to all staff.”  
 
Achievement may involve: 

 Involving all staff – including staff who may not normally be involved e.g. 
cleaning staff 



 Provision of written instructions specific to staff groups 
 Ensuring a wide overall awareness among all staff of relevant legislation and 

issues 

 A documented individual learning plan including governance areas, a Practice-
wide training plan, and a system of checking understanding at suitable 
intervals. 

 Mandatory training requirements 
 Specific programmes for induction of new starters 

 
Section 119 
 
This ensures that staff are aware of their responsibilities when granted access to the 
spine services.  
 
Level 2 requires that: 
“The Practice ensures that all staff are aware of their responsibilities and that the 
terms and conditions set out in the RA01 are fully enforced” 
 
The RA01 is the form on which an application is made to access the spine services 
(and the issue of a smartcard) 
 
Achievement may involve: 

 Training and checking compliance with smartcard security and information 
governance issues 

 Method by which incidents will be investigated and enforced 
 A smartcard protocol (see also Computer and Data Security [*]) 

RA01 

(Registration Authority form 01) 
 
The RA01 form is used to record the registration of new NPfIT Application Users and 
should be used as published on the Trust intranet.   

The RA01 is in three sections: 
 Section 1 Applicant details – To be completed and signed by the applicant  

 Section 2 Glossary 
 Section 3 Applicant’s initial privileges and an area for the RA Agent and sponsor to 

record details of registration. 
 

The RA01 form is held by the applicant or sponsor until the RA Manager/Agent 
registers the applicant on the NPfIT Spine User Database.  Once registration is 
completed the RA01 form will be retained by the Trust Registration Authority.  The 
RA forms will be logged and filed, to be available for RA 
Managers/Agents/Sponsors/auditors as necessary. 
 
Section 211 
 
This section deals with security of incoming and outgoing communications. 
 



Level 2 requires that: 
“The Practice has formal documented procedures to ensure that all correspondence 
faxes emails telephone messages transfer of patient records and other 
communications are conducted in a secure and confidential manner. The procedures 
have been implemented and communicated to all Practice staff”  
 
Achievement may involve: 

 Formal and written procedures to handle all incoming / outgoing 
communications as above 

 Training and communication processes in force 
 Monitoring to ensure compliance 
 Use of minimum identifying information only 
 Consideration of access to information and restriction to essential eyes only 

 Guidelines for the use of secure postal services 
 Guidelines for the use of NHS Net for patient identifiable information 
 Safe haven principles for received faxes 
 Awareness of overheard conversations, especially in the waiting areas 

 
Section 212 
 
This section deals with data protection issues and the security of information. 
 
Level 2 requires that: 
“The Practices confidentiality code of conduct contains partner approved guidelines 
for staff on when to seek consent from patients to support the use of their 
information and on respecting patients choice and decisions about the disclosure of 
their personal information. All relevant staff have been effectively informed about 
the guidelines and the need to comply with them.”  
 
Achievement may involve: 

 Strict protocols and training on confidentiality and disclosure, and a system 
for checking understanding on a regular basis. 

 Support protocols for obtaining consent 

 Training at all levels on how to refuse to disclose 
 Protocols on the recording of both consent and consent refusal, including opt-

out read coding 
  
Section 317 
 
This section deals with physical security. 
 
Level 2 requires that: 
“The Practice has developed an action plan to tackle areas of concern and has begun 
to implement the improvements necessary to prevent unauthorised access to 
premises equipment records and other assets.”  
 
Achievement may involve: 

 A comprehensive documented risk assessment and assessment programme. 



 Consideration of a wide range of security issues 
 Safety and security of employees 
 Room security including when not in use 

 Sneak access risk 
 Alarms, locks, devices and key holding 
 Security name badges 
      Clear desk policies 
 

Section 320 
 
Incident management, significant event and reporting procedures 
 
Level 2 requires that: 
“The Practice has documented incident management and reporting procedures”  
 
Achievement may involve: 

 A robust significant event procedure which includes a review process 
 Standard reporting forms and processes 
 Active capture of events by staff (i.e. actually using the system) 
 

 
 
ANNUAL RE-CERTIFICATION 
 
Initial completion of the SOC was / is to be achieved via the procedures established 
as part of the IT DES in 2007 / 2008 through to March 2009. Practices having 
already completed certification at level 2 previously can re-certify annually on 
notification or confirmation of eligibility from local CCG leads. Practices not achieving 
level 2 should refer to their CCG to discuss action plans to achieve this standard. 
 
Practices may complete annual certification on-line by re-confirmation of their SOC 
via the IG Toolkit website (link above) which is the most simple method. There is 
also a manual method and the link to this method of submission via manual 
completion of version 6 of the SOC is provided in the Resources section below. 
 
This needs to be done each year to confirm that standards continue to be 
maintained. 
 
Re-certification is monitored by the CCG using an on-line Tracking Database.  
 

 On receipt of CCG confirmation that you are eligible to re-certify access the 
Toolkit. 

 Complete the update section via the “My Organisation” link with the name of the 
lead partner. 

 Within a few days you should receive two e mails in the practice - one to the 
lead partner and one to the manager who has logged in. The partner e mail will 
contain a verification code and a link to both the latest version of the SOC 
(version 6) and to a verification screen. 



 When the code is entered into the verification screen this will re-certify the 
practice and a confirmatory e mail will be sent immediately. Print this off and 
retain this in your information governance file. 

 It is acceptable for either the lead partner to enter the code personally, or to 
pass the code onto the manager to enter on his / her behalf. 

 Once this has been done the SOC is complete. 
 


